The Missing Link: Strong MERCHANT Authorization
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The Merchant sends
a payment request.

The Merchant puts
the two messages in
a new document
and digitally signs it.
Then the document
is sent to the User
Bank for fulfilment.
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Simplified
“Executive Level”
Description

Merchant

Initiation

User
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From: Merchant
Pay: € 100

To: Merchant
Pay: € 100
Account: 46432

Jone Smutinv
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Mutually Signed Agreement

From: Merchant
Pay: € 100

To: Merchant
Pay: € 100
Account: 46432
Jane Smuitinv

User Bank [ Preconditions: )
é The parties’ respectively Banks
A distribute signature keys making
v I%‘l both parties “first-class citizens”
L for payment authorizations.
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If the request is accepted, the User returns a digitally
signed authorization matching the request.

In a proper implementation the User authorization is
also encrypted since Merchants do not need personal
information like account numbers.
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User Bank processing:

e The Merchant’s signature must
now be verified for belonging to a
genuine Merchant having a valid

account in the Merchant Bank

Merchant
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e The User’s signature should then

be verified as coming from a known
client e Finally, the authorized data

is compared with the request

Subsequent steps were excluded for brevity...
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